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Introduction

Following up on the letter that the EACB received from DG FISMA on the consultation for the
fourth SNRA, EACB AML/CTF experts have worked on the development of their contribution to the
first phase of the consultation, i.e. possible comments, updates, and complementary information
on the basis of the text of the chapters of the previous SNRA.

In this exercise, the EACB is grateful for the opportunity to provide comments on documents that
form the two parts of the SNRA, namely:

(i) the Report on the assessment of the risk of ML/TF affecting the internal market and relating
to cross-border activities, which highlights the main risks and focuses on cross-sectoral
threats for the EU (the Report) ; and

(ii) the Commission staff working document accompanying the Report, which contains the
detailed mapping of risks and mitigating recommendations on all relevant areas (the Risk
Assessment).

Ultimately, for cooperative banks, the SRNA outcomes are used as input for their Systemic
Integrity Risk Assessment, and more generally, to assess the ML/TF risks associated with
activities/services of supervised entities, which drives the AML/CTF risk acceptance criteria of
these banks. Cooperation in identifying risks is therefore very valuable. We are very much
welcoming the opportunity to share our perspective on the important topic of assessing EU-wide
risks.

EACB General Observations on the 2022 SNRA

e About the content and methodology for assessing risks

Article 6 of the Anti-Money laundering Directive (Directive (EU) 2015/849) mandated the
European Commission to identify and assess money laundering (ML) and financing of terrorism
(TF) risks affecting the internal market and relating to cross-border activities. Therefore, to ensure
a comprehensive risk mapping covering risks both at a EU and domestic levels, the SNRA should
complement national and sectoral risk assessments carried out by Member States, which focus
on national threats and risks affecting their territory. This entails that the SNRA should outline
and assess risks associated to:

— cross-border criminal activities and schemes existing within the internal market/EU
financial sector that affect the territory of more than one Member State and/or results
from a specific feature/vulnerability of the internal market;

- financial flows generated from criminal activities involving third countries and/or issued to
support said activities that are either directed from these countries to the EU or from the
EU to these countries for ML/TF purposes (including where flows are transiting through the
EU financial system); and

— most widespread means used to launder illicit products, including those particularly used
in transactions between Member States and third countries.

In our view, a thorough assessment of the above subjects should provide a useful insight for
obliged entities with an international exposure to help them to apprehend the risks at the EU level
and to adjust their mitigating measures.

The Risk Assessment should also be more precise about major threats associated with every
assessed risk area, in particular when it comes to predicate offenses which are most commonly
used for money laundering. We note that certain sections include in-depth developments in this
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regard (e.g. cash related products) whereas several other sections of the document lack specific
descriptions (e.g. investment real estate). Predicate offenses (both emerging and existing) have
already been identified in the EBA Opinion on ML/TF risks affecting the EU’s financial sector.

In addition, from a strict methodological standpoint, it would be useful that the Risk Assessment
provide more guidance on how obliged institutions could detect risk situations described in the
relevant risk areas (such as risk indicators and practical circumstances obliged institutions should
closely monitor).

We also note that some ratings are not accompanied by in-depth explanations and therefore
obliged entities cannot understand the justification of such risk-perception at European level. For
instance, regarding the investment real estate sector, the associated TF threat is rated very
significant whereas there is no specific development. In addition, it is worth mentioning that many
typologies of ML through real estate are provided under other titles including payments in cash,
cash products and cash-intensive business.

Additionally, the methodology of Chapter II. Financial Sector and the delimitation of products in
this section should be reconsidered. For example, the risk assessment should be carried out in a
more differentiated manner for the “Retail and institutional investment sector”, which is currently
being considered together in the SNRA 2022, as the risks and vulnerabilities of the existing
subsegments (retail versus institutional investors) are very different.

e About the structure of the document

While the current Risk Assessment is a large file (about 300 pages), the format document lacks
functionalities generally included in documents of similar length to smooth navigation and reading
(ex. cross references, interactive summaries, etc.). Therefore, the format document could be
more user-friendly.

We also think that this document could be reduced to enhance readability. Indeed, we noted a lot
of repetitions, in particular between the paragraphs describing the sector and the mitigating
measures which both include developments about the regulation (for example “1. Cash courier”)
and between the ML and TF vulnerabilities. In addition, regulations are described in several
sections, both presented in the description of the sector and mitigating measures for example.
The document would be clearer if these repetitions were deleted and if all the regulations were
put in the paragraph on mitigating measures. The ML and TF vulnerabilities could be consolidated
into a single paragraph presented as a list of bullet points.

Moreover, some developments do not match / are not consistent with the title of the paragraph.
For example, in “2. Retail and institutional investment sector”, the paragraph about the ML risk
exposure deals with the mitigating measures. There is another example in “8. Transfers of funds
and money remittance”, in which the paragraph “threat” deals with vulnerabilities. In addition,
some sections devoted to ML threats or vulnerabilities may also deal with the TF, or vice versa.
This situation could mislead the reader and should be addressed. Furthermore, in our opinion, the
section “Sector” should focus on the quantitative characteristics and information relevant to the
AML/CTF (nature and characteristics of the main services, customer characteristics...) and should
not cover applicable regulations for example, notably to avoid repetition with development under
mitigating measures as previously mentioned.

Last, we think that the level of risk could be highlighted differently to make it more quick and
easily apparent for the reader. Indeed, in the actual evaluation, the level of risk is specified in a
paragraph written completely in bold, forcing the reader to read the whole paragraph, whereas if
only the level of risk would be indicated in bold or in colour, the reader could quickly and easily
identify it.
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e Developments in ML/TF threats and vulnerabilities

First, we think that it would be useful to describe more thoroughly the predicate offences behind
money laundering. For example, we did not notice any development regarding drug trafficking.
This is an important threat in many EU countries, hence it might be useful to have information on
the threats shared by the various Member States.

We would also like to outline some recent trans-sectoral ML/TF threats and developments
identified at international level by public authorities and standard setting organisations (e.g. the
Financial Action Task Force, FATF) that the upcoming SNRA should address more thoroughly, both
in the Report and in the Risk Assessment:

— risks associated with financial sanction enforcement, including circumvention of financial
and economic sanctions adopted in the context of current conflicts (Ukraine, Gaza, etc.).
In particular, latest developments identified at European and international level include for
instance the FATF communications concerning Russia (with new identified risks as tax
evasion and proliferation financing);

— because of specific ML/TF risks associated with cross-border correspondent banking
relationships (including the provision of account-based / cash management services,
execution of international payment orders, change services, including services established
for securities transactions or funds transfers), such activities should also be addressed in
the updated SNRA as a separate risk area;

- given the intensification of concerns about sanction enforcement in the EU over the last
years and upcoming provisions of the AML legislative package reinforcing obligations of
obliged entities in this respect, corresponding threats and vulnerabilities should be
assessed and detailed for every affected area/sector, including non-financial sector;

— misuse/abuse of legal entities/arrangements and non-profit organisations for ML/TF
purposes would also deserve further developments in the Risk Assessment (see proposals
and works done for updating FATF Recommendations 24, 25 and 8 and/or associated
guidance);

— threats linked to malicious cyber activities and frauds, including ransomware attacks, given
that associated financial flows increased materially and that related products and services
tend to be more accessible for criminals (ransomware as a service solutions);

— it follows from recent developments about frauds and the findings of EBA report about
ML/TF risks associated with EU payment institutions (which outlined that ML/TF risks in
the payment institutions sector cannot be assessed and managed effectively) that the
payment services sector (FS.10) should be re-assessed with specific attention;

— threats linked to innovative financing solutions such as the misuse of virtual assets and
crowdfunding for ML/TF purposes and with regard to potential fraudulent virtual assets
that can bring in relation to sanction circumvention (for example a consensus mechanism
that pools blockchain gas fees into sanctioned countries); and

— outsourcing of ML activities by criminal organisations to professionals launderers and
networks who developed sophisticated schemes (for instance, drug dealers and migrant
traffickers may recourse so such services in addition to informal techniques).

At EU level, the upcoming SNRA should also especially take into consideration:

— latest developments of European supervisors’ guidelines (e.g. ML/TF risk factors - NPOs,
virtual assets etc.) and opinions (e.g. ML/TF risks affecting the EU’s financial sector), as
well as reports about ML/TF risks associated with certain types of obliged entities within
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the EU that highlighted concerns about failures to maintain adequate and efficient ML/TF
internal framework (i.e. payment institutions);

- Commission’s recent guidelines on financial sanctions and information/warnings published
about risks of circumvention of EU financial sanctions; and

— clarification on potential low risk situations and the possibility to perfom a risk based
approach for clients to whom these low risk situations apply. For example, private persons
using certain retail banking products or retail clients whose transactions provide full insight
and bear no risk.

e Scope of Obliged Entities

The 5th AMLD significantly extended the scope of obliged entities (service providers of virtual
currencies, providers of electronic wallets, persons dealing in works of art, auditors, external
accountants and tax consultants and real estate agents).

For effective money laundering prevention, it is - on the one hand - essential to further broaden
the scope of obliged entities. On the other hand, the focus of the future supranational risk analysis
in terms of risk assessment should be primarily placed on those areas/obligated entities that are
either de facto at risk on the AML side (cf. media reports on NGOs and virtual currency service
providers) or are only recently subject to AML regulations/risk analyses and therefore potentially
have some catching up to do in terms of identifying and avoiding AML risks compared to obliged
entities that have been regulated for a long time, such as credit institutions.

In comparison, European credit institutions' risk assessments are already comprehensive, due to
longstanding strict legal requirements and supervisory reviews. Previous national and
supranational risk analyses have addressed primary AML risks, and credit institutions have
implemented corresponding mitigating measures. The long-standing and continuously developed
European regulatory framework as well as the supervision of credit institutions in the area of AML
will be further strengthened by the EU AML package with the Single Rulebook that will implement
Europe-wide uniform regulations and harmonised supervision via AMLA. (e.g. harmonization in
form of the new ‘EU single rulebook’, with the AMLR as milestone and crucial element).

EACB More detailed observations on the 2022 SNRA
e Beneficial ownership registers

The assessment of the risks of banking products should also take greater account of the already
existing robust AML programmes of credit institutions based in the EU as well as their consistent
supervision.

More attention should also be paid to the fact that the beneficial owner registers established in
the EU Member States have continuously increased the quality, up-to-datedness and accuracy of
the beneficial owner data available via the beneficial owner registers. Nevertheless, enhancing
the transparency of information could be achieved through active engagement and responsibility
from representatives of legal entities and beneficial owners themselves.

Examples:
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1. Corporate Banking Sector: For the Corporate Banking Sector, the 2022 SNRA considered
"the identification of the beneficial owner of some firms" to be "one of the main
vulnerabilities of this product" from an AML perspective. The increased quality and use of
beneficial owner registers and the progressing interconnection of beneficial owner registers
at EU level (as one of the respective mitigating measures listed in the 2022 SNRA) should
be taken into account more strongly as a risk-reducing factor. Further, it should be
considered that the harmonization of requirements as a mitigating measure (as mentioned
in the 2022 SNRA) has already been addressed by the EU AML Package, in particular by
the future AML Regulation.

2. Retail Banking Sector: The relatively high AML risk (significant level of threat, very
significant level of vulnerability) assigned to the retail banking sector in the 2022 SNRA
was justified, among other things, by "customers with complex offshore structures" (in
addition to foreign customers from high-risk jurisdictions). On the one hand, the increased
beneficial owner transparency and advancing interconnection of beneficial owner registers
at EU level should be more strongly considered than in the recent SNRA. On the other
hand, however, it should also be borne in mind that in the retail banking sector, the vast
majority of customers do not have complex offshore structures and are also not customers
from high-risk jurisdictions. We noted a discrepancy in “1. Retail banking sector”. Indeed,
the level of threat is 4 and the level of vulnerability is 3 but in the paragraph about risk
level, it is stated that the level of threat is 3 and the level of vulnerability is 4.

¢ Information position of gatekeepers

It is important to acknowledge that not all gatekeepers to the financial system have access to the
same kind of information. Banks have a limited information position for risks outside the system
of fiat-transactions. It is therefore important to distinguish between general ML/TF risks and
ML/TF risks where banks can play a role to detect these risks. Some risks, such as money
laundering purely in crypto-assets, underground banking, and trade-based money laundering are
almost impossible to detect for (individual) banks.

e Societal adaptation of AML/CTF measures

To ensure an effective AML/CTF framework on (supra) national level, society must see the benefit
of the AML/CTF requirements. However, in our experience societal adaptation for the AML/CTF
requirements is diminishing. In our view, this is the result of multiple gatekeepers performing
similar assessments on the same client and a limited possibility for a risk-based approach resulting
in a de-risking strategy and/or overreporting.

- E.g. for one transaction of buying a house a person must provide the same reasoning to
multiple gatekeepers and various gatekeepers should report the transaction to the FIU in case it
is suspicious (or unusual in the Netherlands). Thereby overloading the FIU with similar data
pieces. This inefficiency leads to ineffectiveness, because the client -as part of society- is spending
a lot of time on similar requests and is becoming unwilling to support the AML/CTF requirements.

e Enhancing effectivity by creating efficiency

We believe that de-risking and lack of information can both be limited by creating a stronger
cooperative framework between various gatekeepers. Therefore, missing such cooperation, is
considered a risk in itself.
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In our view, there is limited possibility for exchanging information throughout the chain of
gatekeepers, potentially each gatekeeper missing an essential piece of data to report a transaction
as suspicious.

- E.g. High value goods sellers might not have access to information essential to conclude
that the source of funds is not from a legitimate source.

- Intra-group outsourcing is a first step to enhance the effectiveness and efficiency of the
AML/CTF framework. Especially for cooperative banks, which have commonly strong roots
in local society, a clear legal basis for intra-group outsourcing is essential to detect
suspicious transactions within the group and subsequently enhance the reporting to the
FIU.

- Furthermore, a joint (transaction) facility which guarantees GDPR adherence, would be a
major step in enhancing effectivity and efficiency.

¢ Enhancing effectivity by reducing concealment of value flows

Not enhancing effectivity of the AML/CTF framework is a ML/TF risk. In order to improve the
effectiveness of the framework, it is crucial to understand the source and the destination of the
funds, as well as who decides how the money is distributed and who receives the distribution.
The first is hindered by anonymous/unclear or complex value flows. Examples of risk factors
potentially contributing to this risk are:

- Cash

- Off-chain crypto transactions

- Anonymized crypto assets

- Crypto assets out-of-scope in EU MiCAR

- Underground banking

- Third party payments

- Batch payments or other types of payments not having adequate transaction information

This ties to the point made on Information position of gatekeepers, banks are not in such
information position that they can (fully) detect these factors.



